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1 Preparation

It can happen that DELL urgently recommends to do a Bios Upgrade for a specific type of
Optiplex PC, as they have detected that there are incompatibilities with Windows operating
systems updates (see example below).

Dell OptiPlex 3060 System BIOS BELIEBT  DRINGEND BIOS 17 Jul 2020 \ Herunterladen | ~
Version Datum der letzten Aktualisierung
1.7.1,1.7.1 Altere Versionen g} 27 Aug 2020
Dateiname Dateigrofie
OptiPlex_3060_1.7.1.exe g} 14.58 MB

Beschreibung

This package contains the Dell system BIOS update. BIOS is a firmware that is embedded on a small memory chip on the system board. It controls the keyboard, monitor, disk
drives, and other devices. This update addresses the Intel Security Advisories INTEL-SA-00295, INTEL-SA-00322, INTEL-SA-00320, and INTEL-SA-00329. A security advisory is a
statement when a product is impacted by a security vulnerability and a remedy is available.

Alle Treiber-Details anzeigen

Nyquist may inform you in such a case, that the Bios version of the PC of an inspection
system needs to be checked.

This can be done by selecting the windows symbol in the task bar, typing cmd and entering
the command prompt app.
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All Apps Documents Web More ¥

Best match
- Command Prompt
App
Apps
Command Prompt
B Dell Command Configure Prompt > ADD

Search the web

£ cmd - See web results > = Open

al

Run as administrator
Open file location

Pin to Start

o B

Pin to taskbar

2 cmd|

Type msinfo32 in the command prompt.

B Command Prompt

The following window will pop up:
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& System Information
File Edit View Help

System Summary.

[ Hardware Resources

(- Software Environment

— O e
Item Value &
0S Name Microsoft Windows 10 Pro
Version 10.0.18362 Build 18362

Other OS Description
OS5 Manufacturer
System Mame
System Manufacturer
System Model
System Type

System 5KU
Processor

BIOS Version/Date
SMBIOS Version

Embedded Controller Version

BIOS Mode

BaseBoard Manufacturer

BaseBoard Product
BaseBoard Version
Platform Role
Secure Boot State
PCR7 Configuration
Windows Directory

System Directory
<

Mot Available

Microsoft Corporation

NQDO004

Dell Inc.

OptiPlex 3040

x64-based PC

06EBB

Intel(R) Core(TM) i5-6500 CPU @ 3.20GHz, 3192 Mhz, 4 Core(s), «
Dell Inc. 1.4.13, 2/7/2017

3.0

255.255

Legacy

Dell Inc.

05XGC8

ADD

Desktop

Unsupported

Binding Mot Possible

CAWINDOWS

CAWINDOWS\system32 w

Find what: |

| Find Close Find

[[]5earch selected category only

[Jsearch category names only

Here the BIOS Version/Date information is displayed and it can be checked, whether an

upgrade is necessary. When you are in front of the system and got the upgrade file by

Nyquist, it should be stored on an USB memory stick. The upgrade is not possible via the

touch screen, it is necessary to connect a keyboard, the USB memory stick with the

upgrade software and a mouse.

The necessity of a Bios upgrade can also be checked via the “DELL Command Update” app
and can be executed over a TeamViewer connection. This is described in chapter 3.

Datei: DELL Bios Upgrade.docx

Version 1.0

side 3 of 11

This document is protected by copyright and must neither be copied

nor duplicated nor be made available to a third party

Nyquist Systems GmbH



DELL Bios Upgrade

2 Bios upgrade with existing executable file in front of the system

Connect the keyboard, the USB memory stick with the upgrade software and a

mouse.
Start the PC and frequently press the F12 button.

The PC will start in Bios:

Boot mode is set to: UEFI; Secure Boot: ON

UEFI BOOT:

indows Boot Manager

Onboard NIC(IFPvVY)
Onboard NIC({IPVG)
OTHER OPTIONS:

= nf iguration
 Flash Update

Settings

OptiPlex 3060 BIOS Revision 1.7.1

e Select “BIOS Flash Update”

Boot mode is set to: UEFI; Secure Boot: ON

UEFI BOOT:
Onboard NI
Onboard NIC(IPVE)

OTHER OPTIONS:

2 C tlguratior

C Ce on g
BI10S ash Update)

OptiPlex 3060 BIOS Revision 1.7.1

acer
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e The following window will pop up:

[~ BIOS Update Information ——

BIOS u: te file <None selected>

Systerm =None selected>
Revision <None selected>

Vendor <None sslected>

Systerm BIOS Information
System OptiFiex 3060

Revision 1713

Vendor Cell inc

e Select the button for selecting the BIOS update file

BIOS Update Information - -

BIOS update file <None selectad>
System =None selecteds

Q “
evision <None selected>

Vendor <None selected>

System BIOS Information

PtiPlex 3060
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e The files on the USB memory stick will be displayed

R L AR Y
hwmonitor_1 42 zip [g
3-4871520 license key txt

barcode 1. PNG [ ¥
OptiPlex_5050_114 0 exe

Syste% requirements for standalone QLink Edit L
BST FTP Server Access (extract on your desktop
DELL Nyquist Dateien zip

SanDiskSecureAc

Software

System Volume 1
PDF Reports
DELL
Kabelveriegung
38 1149 Adare UK
PROVA

Pictures
ids capture status pdf

ids error codes. pdf

Ballistallald art ra 1D

bluescreenview
AlteraProgrammi E]

Selection:

|\OptiPlex_3060_171 exe

e Select the BIOS update file (in the example: Optiplex_3060_1.7.1.exe).
You will get the following warning not to interrupt the procedure:

BIOS Update Information
VB o e B MY FSO:\OuotiPlex 3060 1.7.1 exe

This utility will update the system BIOS and firmware. Durning the update
procedure, your system will restart. Do not interrupt this procedure once it
begins. Do not disconnect the AC power source (if you are updating a mobile
computer. connect the AC power adapter). Interruption of the BIOS/firmware
update procedure will likely render your system unusable

Do you want to proceed?

Yes L} ]

Begin Flash Update
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e A progress bar shows the status of the update

Flash Progress

Updating m BIOS with BIOS Guard

e After finishing the PC will reboot automatically.
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3 Bios Upgrade via Dell Command Update App

Select the windows button and

type “Dell Command Update”. You will get the following

window when this app is already installed on your PC:

All Apps Documents Web

Best match

{'ﬁ Dell Command Update
App

Apps

E Dell Command Configure Wizard

Dell OS Recovery Tool

E  Dell Command Power Manager
Dell Digital Delivery

B Dell Command Configure Prompt

Search work and web

£ dell - see work and web results

Documents - This PC (14)

More »

Dell Command Update

> App
>
> 7 Open
> LO  Run as administrator
3 D‘_I‘ Open file location
3 Pin to Start
1= pin to taskbar
>
[i]  uninstall

If it is not installed, you will get an internet connection for downloading this app.
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All Apps Documents Web More w

Best match

Dell Command Aktualisierung | Dell Deutschland

dell command update htips:/www.dell com/support/kbdoc/de-de/000177325
See work and web results
Translate - Dell Command | Update ist eine eigenstindige

Search work and web Anwendung fiir gewerbliche Client-Systeme, die
Aktualisierungen fiir die von Dell verdffentlichte

A dell command update download - 5 Systemsoftware bereitstellt. Diese Anwendung vereinfacht die
Sea work and web results BIOS-, Firmware-, Treiber- und Anwendungsaktualisierung fiir ..
dell command update startet nicht >

R s Dell Command | Update-Anwendung fir Windows 70 ...

L dell command update funktioniert N 04.11.2020
nicht

Dell Command Update Application for Windows 10| Dri...
23.02.2020

Dell Command | Update | Driver Details | Dell India

Dell Command Update | Dell US

Dell Command Update | Dell Canada
https:/www.dell com/support/kbdoc/en-ca/000177325

Dell Command | Update is a stand-alone application, for
commercial client computers, that provides updates for
system software that is released by Dell. This application

simplifies the ] bn update
experience fo b Open results in browser

2 dell command update|

When “Dell Command Update” is started, the app will show you your kind of PC and the
service tag:
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tﬂ- Dell Command | Update

Welcome
@ Dell Command | Update checks on-line for the latest BIOS, driver, firmware, and Dell
application updates for your system. The application downloads and installs the updates as
well
Z — N
Updates

To check for updates to your system, click CHECK .

Latitude 5580

Service Tag: TB35YF2 m

Last Check: 10:23 AM Today
Last Update: ~ 9:47 AM 5/21/2021

Advanced Driver Restore for Windows Re-installation

Update History If you are restoring your system's device drivers from a fresh operating system installation,
System Information click here to download and install @ complete driver library.
Activity Log

(4 Give us your feedhack
Select “Check”. If there are “Critical Updates” as shown below, this should be done:

P Dell command | Update

Selected Updates (2 of 2; 45.0 MB)

Update History (@ critical Updates (1 of 1,19.1 MB)

System Infarmation

Activity Log (@ Recommended Updates (1 of 1,268 ME)

[] Automatically restart system (when required)

view peTais [EEEEIPNY

Uncheck “Automatically restart system (when required)”, when you do this via TeamViewer
and make the restart over TeamViewer, that you are connected again automatically.
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'ﬁ. Dell Command | Update

Installation Complete

1 of 1 successful (Reboot Reguired)

Latitude 5580

Service Tag: TB35YF2
Last Check: 3.06 PM Today
Last Update: 3:25 PM Today

Update History

System Information

Activity Log
4 History
Version | Changes Autor Control Approval
1.0 First revision Andreas Serhiy Serhiy
Volz Dudych Dudych
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